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*********** START OF 1st CHANGES *******
[bookmark: _Toc517096479]15	Management Security for network slices 
[bookmark: _Toc517096480]15.1	General
The creation, modification, and termination of a Network Slice Instance (NSI) is part of the Management Services provided by the 5G management systems. A management service is accessed by management service consumers via standardized service interfaces given in 3GPP TS 28.533 [x1]. The typical service consumers for the above NSI provisioning and NSI provisioning exposure are operators and vertical industry respecitively, as described in 3GPP TS 28.531 [x2]. These management services are securely protected through mutual authentication and authorization below. 
[bookmark: _Toc517096481]15.2	Mutual authentication
If a management service consumer resides outside the 3GPP operator’s trust domain, mutual authentication shall be performed between the management service consumer and the management service producer using TLS, based on either 1) the client and server certificates with the profiles given in 3GPP TS 33.310 [17], clauses 6.1.3a and 6.1.4a or 2) pre-shared keys with TLS-PSK following RFC 4279 [x3]. The structure of the PKI used for the certificates is out of scope of the present document. The key distribution of TLS-PSK is up to the operator’s security policy and out of scope of the present document. 
[bookmark: _Toc517096482]15.3	Protection of management interactions between the management service consumer and the management service producer
TLS shall be used to provide integrity protection, replay protection and confidentiality protection for the interface between the management service producer and the management service consumer residing outside the 3GPP operator’s trust domain. Security profiles for TLS implementation and usage shall follow the provisions given in TS 33.310 [17], Annex E.
[bookmark: _Toc517096483]15.4	Authorization of management service consumer’s request
After the mutual authentication, the management service producer determines whether the management service consumer is authorized to send requests to the management service producer. The management service producer shall authorize the requests from the management service consumer using the one of the following two options: 1) OAuth-based authorization mechanism following RFC 6749 [43]; 2) based on the local policy of the management service producer. 
************ END OF 1st CHANGES ************


*********** START OF 2nd CHANGES *******
[bookmark: _Toc517096208]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[x1]	3GPP TS28.533: " Management and orchestration; Architecture framework". 
[x2]	3GPP TS28.531: "Management and orchestration of networks and network slicing; Provisioning". 
[x3]	IETF RFC 4279 “Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)”.
*********** END OF 2nd CHANGES *******


